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Adaptive Awareness Framework Resources

Dear FISSEA Conference Attendees,

b»)
Thanks for the opportunity to speak with you today. | wanted ANALYZE
to provide you with a set of low-cost or free solutions that

could support different elements on the Adaptive Awareness

’ i i i ADAPTIVE 9
Framework. I'm pres-entlng t-hese on a FYI basis, with no Q AWARENESS
guarantees as to their effectiveness (except for those what renrorce  FRAMEWORK PLAN

we’ve created, which I'll vouch for.)

Tom Pendergast
=M
tomp@mediapro.com

TRAIN

Analyze
e Awareness Maturity Assessment: http://www.mediapro.com/maturity (developed by Tom Pendergast, Ph.D.,
MediaPro)

e Security Awareness Training Scorecard: http://www.mediapro.com/blog/security-awareness-training-scorecard/
(tool to evaluate providers of Security Awareness programs; MediaPro).

e Security Culture Diagnostic Survey (SCDS): http://lancehayden.net/culture/ (developed by Lance Hayden, Ph.D.,
Berkeley Research Group)

e Phishing Simulation: http://phishing-server.com/ (LUCY)

e Awareness Program Planning Template: http://pages.mediapro.com/ToolAwarenessPlanningTemplate.html
(MediaPro)

e Planning Your Awareness Program: https://securingthehuman.sans.org/resources/planning (SANS)

e Best Practices in HIPAA Security Risk Assessment Whitepaper: (https://www.cleardata.com/whitepapers/best-
practices-hipaa-security-risk-assessments (Cleardata)

e Risk Assessment Toolkit: http://www.himss.org/library/healthcare-privacy-security/risk-assessment (HIMSS)
e Harnessing the Power of the NIST Framework whitepaper: https://clearwatercompliance.com/thought-
leadership/white-papers/ (Clearwater Compliance)

e Application Security: https://www.securityinnovation.com/training/application-security/computer-based/free-
courses.html (Security Innovation)

e [T Security Awareness Training Toolkit: https://www.sophos.com/en-us/security-news-trends/it-security-dos-
and-donts.aspx (SOPHOS)

e Free Computer Based Training: http://phishme.com/resources/cbfree-computer-based-training/ (PHISHME)

e Email Phishing 101: http://www.cornell.edu/video/email-phishing-101 (Cornell University)
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e Phishing and Social Engineering videos: http://awarego.com/ (AwareGo)

Reinforce

e Posters and animated videos: http://pages.mediapro.com/VIP (see also additional content at
www.mediapro.com/resources; MediaPro)

e [T Security Awareness posters: https://www.sophos.com/en-us/security-news-trends/it-security-dos-and-
donts/poster-series.aspx (SOPHOS)

e Securing the Human video of the month: https://securingthehuman.sans.org/resources/votm (SANS)

e Various resources such as posters, HIPAA slogans, mottos, taglines: http://nativeintelligence.com/ni-free/ni-
free-posters.asp (Native Intelligence, INC)

e Infographics: http://phishme.com/resources/infographics/ (PHISHME)

e Security Posters: http://mindfulsecurity.com/2009/09/19/free-threats-security-awareness-posters/
(MindfulSecurity)

e Posters: http://it.wvu.edu/security/defend-your-data/security-awareness-posters-and-images (West Virginia
University)

e Support materials: http://free.thesecurityawarenesscompany.com/ (SAC)

Honorable Mention

Special mention needs to be made of a source that | suspect you all know well: the Center for Development of Security
Excellence (CDSE), which provides an abundance of free content: http://www.cdse.edu/
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